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INTRODUCTION 

 

A risk is a potential future event that, if it materialises, effects the achievement of objectives.  Risk management is the process of identifying, 
measuring and responding to risks. These processes help to ensure that the Council achieves its corporate and service objectives by controlling 
risks in balance with resources. Good risk management also increases our ability to cope with developing and uncertain events and helps to instil a 
culture of continuous improvement and optimisation.  
 
The Risk Management Framework sets out the Council’s approach to managing corporate (strategic) and operational (service) risks. The Risk 
Management Framework also includes the Council’s risk appetite statement, which articulates how much risk the Council is comfortable with and 
able to bear. The Council recognises that to achieve its objectives it must take risks, but that some risks are unacceptable (above our tolerance) 
and so action should be taken immediately to manage these risks. Risk appetite and tolerance are illustrated in the following matrix: 
 

 
 
Risks are assessed for impact and likelihood using the following definitions to inform the assessment: 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



Impact 

 
 

Likelihood 

  



RISK REGISTER REVIEW 

 

Strategic Risks 
 

• To ensure our current risk register reflects the current risks that could impact the achievement of the council’s objects a review is 

undertaken periodically to determine if the strategic risks in place are up to date and fit for purpose. 

• A review was undertaken in March and April 2026, by way of a survey to Members of the Policy and Resources Committee, the Audit 

Committee, Group Leaders and to officers of the Strategic Management Team. In addition to the survey some interviews with senior 

officers, the Leader and the Chairman of the Audit Committee were held. The survey and interviews were undertaken to capture the 

current views and concerns relating to the council’s delivery and achievement of its objectives. 

• Following on from the survey/interviews,  a workshop was held with officers and members to discuss the views captured and establish if 

any of the existing risks needed to be reviewed, removed or new risks created. 

• This session was well attended and received positive contribution. The session developed some new risks and re-framed some of the 

existing risks which are being presented in this report today. 

• The Strategic Risk Register now contains 13 risks and are detailed below. This report captures the description, the causes, the impacts, 

the current controls in place to mitigate the risks and future planned actions. We have also captured the unmitigated and mitigated risk 

score. 

 

 

Future Consideration  
 

• The new risks will continue to be reported on at regular intervals to the Policy and Resources Committee. 

• An annual report will also continue to be presented to the Audit Committee 

• Future reports will included updates on changes made to Strategic risks, and overview of the operational risks and any changes in risk 

ratings, in a dashboard style report. 
 

 
  

 
 
 
 
 
 
 
 
 



 

Strategic Risk Descriptions 
  

Risk Description 

1 Local Government Reorganisation 
Impact of Local Government Reorganisation results in lack of capacity to balance 
change in line with delivery of existing service 

2 Funding pressures 
Funding Pressures prevent the council from balancing the budget or delivering 
services and capital projects. 

3 Failure of suppliers 
Failure of supplier to deliver services as expected, through either a decline in 
supplier performance, national changes or global impacts 

4 Failure of Partnerships 
Failure of partnerships to deliver services as expected or to remove or withdraw 
services resulting in impacts to the council 

5 Regulatory and Legislative compliance Failing to comply with regulators or legislative compliance as required by the council. 

6 Failure to deliver Corporate Plan outcomes Failure to deliver Corporate Plan outcomes as intended and agreed 

7 Failure to deliver statutory services 
Failure to deliver the council's statutory services as required if resources are 
dissipated to non statutory projects or activities 

8 Cyber security 
Cyber security attacks or breaches resulting in loss of IT, data or ability to deliver 
services. 

9 Inability to recruit / retain people / talent 
Inability to recruit or retain staff and talent within the council leading to sub-optimal 
service delivery 

10 
Five-year housing plan does not meet the 
housing priorities and infrastructure needs of the 
borough 

Five-year housing plan does not meet the housing priorities and infrastructure needs 
of the borough 

11 IT Failure / Business Continuity / Resilience  
Unforeseen or unexpected disruption caused by an event outside of the council’s 
control leads to the need to enact business continuity, emergency resilience actions. 

12 
Ineffective decision-making / inability to achieve 
consensus 

The Inability to achieve consensus or ineffective decision-making results in the 
council ceasing to function effectively 

13 Use and management of AI / new technologies 
Opportunities lost or ineffective use of new technologies impact the council in a 
negative way. 

 



 

New risk register details 

 
 
 
 

                                              

               

                                   
                                         
                                            
                                            

                             
                                  
          
                                

                                             
                                    
                                    
                                
                    
                             
                                  
                
                                             

           

 

                                          

                                                      
                                              
                                        
                   
                                             

        
            
   

                   
                                         
                                           
                                             

          
                                     
                                     

        
           
    

 

 

 



 
 
 

 
 
 

                                

               

                     
                                          
                                            
          

                               
                                  
                           
                          
                                  
                                                   
                                      
                                                     

 

 

 
 

                                          

                                
                                             
                                  
                          

        
            

    

                     
                          
                                             

          
                              
                  
                           
                          
                                         
                      

        
            

    

 



 
 
 

                                     
               

                      
                       
                      
                                  
                        
                         
                       

                               
                                            
                           
                                                  
                                
                                                      
                                                        

          
                                                       

                      

 

 

 

                                          

                                                       
                                                 
                                                     

                     
                                                               

                         
                                                                   
                                                          

            

         
            

   

                            
                           
                                                   

      
                                                
                                          
                                                   

          
                                                       

           
                                               

                                                  
        

                                                   
                                      
                                                  
                                                     

         

         
            

    

 



 
 
 
 

                                      

               

                  
                  
                              
                                                         
                                                   
                             

                                     
                                                         
                                             
                   
                                             
            
                                   

 

                                          

                                                   
                                               
                                                        

        
            

   

                                        
                
                                      
                         
                                                 
                                                 
                                   
                                        

        
            
    

 

 

 



 
 
 

                                                    

               

        
                        
                   
                 
                                

           
          

                           
                          
                                                

          
                                                   

          
                   
   
                                       
                 
                            

 

 

 

                                          

                
                                   

        
           

   

         
                      
               
                          
                                            
                    
               
                   

        
           

    

 



 
 
 
 
 

                                                

               

                                  
          
                             

                 

                                        
                
                               
                  
                                       
                                        
                                          
                            
                                    

 

 

 

                                          

                                                     
                                             
                           
                               

        
            

   

                                   
                                             
                         
                                              
                                            

        
            

    

 



 
 
 
 
 

                                                    

               

                        
                         
                                           

                 
                               
                                      
                      
                      
                       
                                 
                                              

                     
                                      
               

                                                
                                                 

              
                                                       
                    
                                                

      

 

 

 

                                          

                                         
                                                              

                

        
           

    

                        
                             
                                    
                                  
                                         
                         
                                                 
       

        
           

    

 



 
 
 
 

                          

               

                                                                                                 
         

                                                                                     
                   
                                                            
                                                                                              

                                                                        
                                                                    
                                                                                     
                                                                         
                                                                                                   
                                                                                                

               
                                                                 
                                                                                           

                   
                                                                                               

                                                                                                 
                                          

                                                             
                                                     
            

                                                         
                                                      
                                                             
                                                         

                                                            
                                           

                                                              
                                                           
                    

                                                               
                                                            
                                                          
                          

                                                          
                                                       
                                                           

                                                             
                                                               
        

 

 

 



 
 
 
 

                            

                                          

                                                        
                                                    
                                                  

                          
                                                    

        
            

    

                       
                         
                                                              

                         
                  
                                                                 

                                                                    
                     

                                                                     
      

                                     
  nhanced Multi Factor Authentication user experience - Adopting secure methods

 Phone App 

 Annual IT health check for Public  ervice  etwork Accreditation  P   

 Review of third-party software products via DPIAs

 Advanced firewalls, real-time monitoring systems, and multi-layered next

generation Anti  irus  oftware

 Clear and enforceable policies covering access to systems, password

management

 Communication plans for internal and external communication during incidents

 Cyber  ssentials Accreditation

 Review of existing security products to align with industry standards

 MFA mandated for all staff and applied to all staff user accounts.

 Configure one-time passcodes for MFA resets.

 Managed  OC  ervices   iphu 

        
            

    

 



 

                                                         

               

                                
                                                        
                              
                                                                         
                                   
                                     
                            
                                                 
                                                  
                                    
                                                           
                                                                   

                                                 
                                                                     

                                   
                                                        
                                
                             
                                                                      

      

 

 

 



 
 
 

                                                         

                                          

                             
                                  
                  

                                 
                           
                                 
        

                                      
                   

        
            

   

                                        
                                                        
                                                                        

      
                                                                             

                    
                                   
                                                      
                                                                         
                                                        
                                                                   
                                                         
                                                
                                                      
                                                           
                   
                     
                                            

        
            

    

 



 
 
 

                                                           

                                                            

                                       

 
 

               
                                                                   
                                                          

           
                                                               

                                                   
                                                      
                                                                   

        

                                                                        
                           

                                                                          
     

                                                                      
                                                           

                                                                   
                                                           

                                               
                                                                 
                                                 
                                   

  



 
 
 
 

                                                           

                                                                  

                                 

 
 

                                          

                                                            
                

                                                              
                             

                                                             
                                                             

                  

        
            

   

                                                                
                                                        
       

                                                            
                       

                                                            
                    

                                                                  
                               

                                                           
                                        

                                                  
          

                                                                 
                  

                                                             
      

        
            

    

  



 
 

 
 

                                                                 

               
                                             
                   
          
               
                                            

             
                                         
                                                    
            
                        
               
              
                        
                             
                    
                      
                           
                                                             

                                                          
             

  

  

                                          

                                                 
                  

                                          
         

        
            

   

                                              
                          
                           
                                                         
                                                                         
                                                                          

      
                                            
                          
                                                 
                                                            

        
            

    

  



 
 
 

                                                               

             
               

                                            
                                        

             
                                               

                   
                                      

                  
                                             
                                       

         
                                        

                     
                                             
                                   

                                                              
                          

                                                             
          

                                                      
              

                                                                
                                          
                                                               
                                           
                                         
                        
                                             

  

 

 

                                          

                                                       
                        
                                              
                                    
                                                                

        
           

    

                                                
                                         

               
                     
                                        
                                                     

         
                                                   

         
                
                                             

      
                     

       
           

    

  



 
 
 
 
 

                                                           

               
                                                     

        
                                                  
                                    
                        
                                    
                                                        

      
                                                   

            
                                                      

                  
                       
                                               
                                                        
                                                  
                                                         
                                                              

                                                
                                                  

                 
                                                       

                                    
                                                              

                       
                                                         

                                                         

                                                         
                                                     
                                                                 

        
                                               
                                                   
                                                      
                                                       
                                                             
                                                     

                      
                                                            

                                                               
               

                                                       
                                                                
                                                                 
                                                      

                                     
                                                                 

          

  

 

 



 

                                          
                                                     
                       
                        
                                                              

         
                                                          

                                     

        
            

   

                             
                                        
                                                 
                                                 

                    
                                   
                                                 

                                                 
           

                                            
                                      

                                               
                                          
                                            
                         

                                               
                                      
              

        
            

    

  

                                                           


